UNITED STATES DISTRICT COURT

FOR THE NORTHERN DISTRICT OF CALIFORNIA

Hypertouch,

Plaintiff,

V.


Kraft, et al.



Defendants.

MEMORANDUM SUPPORTING PLAINTIFF'S MOTION FOR A
TEMPORARY RESTRAINING ORDER, AND ORDER
TO SHOW CAUSE WHY A PRELIMINARY INJUNCTION SHOULD NOT ISSUE

I.
INTRODUCTION
Defendants are responsible for advertising via "spam" e-mail messages that blatantly violate federal law and California law and are causing significant injury to consumers and industry. The messages promote Gevalia brand products and the Defendants’ websites JoinGevalia.com and Gevalia.com, which offer Gevalia products and program memberships for regular shipments of Gevalia products. The e-mail messages are sent by hired third parties who include or have included some of the most notorious spammers in the business. At a minimum, Defendants' use of illegal spam likely has generated millions of dollars in ill-gotten proceeds.

Defendants' spam messages violate almost every provision of the CAN-SPAM Act, 15 U.S.C. § 7701, et seq with the exception of those provisions regulating sexually explicit material. The origin of the spam is often hidden or obscured by sending it with header information that is materially false or materially misleading. The spam often contains false From: lines to fool consumers into opening messages they would otherwise delete. The spam often uses “throw-away” domain names that are registered with false information. Finally, the spam is sent to randomly generated and/or illegally harvested email addresses. 
Attempts to opt-out of Gevalia spam by through the Defendants’ own opt-out mechanisms results in the submitted addresses being added to the mailing lists of other spammers. 
Though Defendants have had actual notice of specific spammers, those spammers are allowed to continued to send Gevalia spam. Hypertouch and other ISPs continue to receive Gevalia spam, even from the same spammers that the Defendants knew were sending illegal spam. Hypertouch can show that the Defendants had received complaints in November 2004, January 2005, February 2005, April 2005 and in the Summer of 2005 when the Plaintiff turned over to the Defendants all currently identified Gevalia spam. Yet illegal spam continues from the the same spammers and IP addresses provided those notices. 

The harm to spam recipient is immediate and ongoing. In many states and countries, including those where Hypertouch’s clients reside, the end recipients have no private right of action and thus face irreparable injury, loss, or damage. An Injunction is the only relief possible with no other form of compensation available to many victims of spam.
The purpose of the spam is to make money. The spam messages drive consumers to the Defendants' membership and sales web sites. The money that consumers pay for memberships and products goes directly to Defendants. 
Without the requested relief, Defendants' illegal spamming operation will continue unabated. CAN-SPAM 
II. JURISDICTION AND VENUE

The Defendants admit in their filed answers that this Court has original jurisdiction, subject matter jurisdiction. Defendant Victor Th. Engwall, & Co., Inc. (“Engwall”) admits personal jurisdiction and that Venue is proper. Defendant Kraft Foods, Inc. (“Kraft”) denies personal jurisdictions and that Venue is proper. However Defendant Kraft admits it is registered to do business in California and admits the domain names Gevalia.com and JoinGevalia.com (the websites promoted by the spam) are registered to Defendant Kraft.
III. DEFENDANTS

The two named Defendants are corporations. The Defendants have not filed any cross complaints against any of its spammers. The two named Defendants are: 
Defendant Kraft Foods, Inc. is a corporation organized under the laws of Virginia, with its principal place of business located in Three Lakes Drive, Illinois. It is registered to do business in California with its agent for service of process, C T Corporation System, located in Los Angeles, California. Kraft admits it is the registrant of the domain names Gevalia.com and JoinGevalia.com.
Defendant Victor Th. Engwall, & Co., Inc. is a corporation organized under the laws of Delaware with its principal place of business located in Northfield, Illinois. It is registered to do business in California with its agent for service of process, C T Corporation System, located in Los Angeles, California. Engwall admits it uses the domain names Gevalia.com and JoinGevalia.com for its online promotions.
IV. DEFENDANTS' "SPAMMING" BUSINESS

As noted above, the sole purpose of the deluge of spam is to get consumers to buy Defendants' membership sites. Defendants are responsible for millions of commercial e-mail messages that disregard one or more of the protections Congress provided in the CAN​-SPAM Act, 15 U.S.C. § 7701 et seq., the federal law regulating commercial e-mail.
 While discovery is ongoing, the Plaintiff has no evidence that the named Defendants personally press the “send key” for their spam. Instead the Defendants advertise using third party spammers. The Defendants’ affiliate spam problem is widely known as the “the poster child among the anti-spam community for everything than can go wrong with an affiliate program.”

Both CAN-SPAM and California law hold the merchant responsible for the acts of its spammers. In its December 2005 CAN-SPAM report, the FTC clearly sums up the law: if you pay for spam to be sent, you are responsible for compliance:
In such programs, a marketer contracts with affiliates who send spam advertising the marketer’s product or service.  The marketer pays a commission to an affiliate whenever the affiliate’s spam results in a sale or drives traffic to a designated website.  Marketers attempt to use affiliate programs to insulate themselves from liability under CAN-SPAM.  Although complicated affiliate arrangements can make it more expensive and time-intensive for law enforcers and others empowered to sue under the Act, decentralizing spam operations does not effectively insulate those who, under the Act’s relatively broad definition, “initiate” the sending of a commercial email message, or those “senders” “whose product, service, or Internet website is advertised or promoted by the message.”(63) 

(footnote 63) 15 U.S.C. §§ 7702(9), (16).  The Act defines the term “initiate” to include not only the origination of a message, that is, “pushing the button,” but also procuring the origination of such message.  The Act defines the term “procure” to mean “intentionally to pay or provide other consideration to, or induce another person to initiate such message on one’s behalf.”  15 U.S.C. § 7702(12).  Thus, any entity paying another party to send commercial email messages or inducing them to do so, is responsible for CAN-SPAM compliance.  This is one of the strengths of the CAN-SPAM Act.
Defendants' spam violates CAN-SPAM in several ways. The spam hides the identity of the sender, fools consumers into opening messages, fails to give consumers the ability to opt-out of further messages, and some messages contain sexually explicit language without a required label or warning. All of these illegal actions cause significant harm to consumers and Internet service providers. Since June 1 2004 through May 15, 2005 consumers forwarded over 47,500 Gevalia e-mail messages to an e-mail address at which the FTC accepts spam complaints. The spam continues to date, including spam sent from the same spammers and/or IP addresses that the Defendants have had notice for more than a year.
95% of the identified spam was that is part of this litigation was sent by machines that falsely identify themselves during transmission, which case law and legislative histories describe as the quintessential example of what the statutes define as “false.”   (See attached Item #8 (sample Gevalia spam)) "The use of falsified identity information is something that legitimate marketers and retailers will never do; however, it is exactly what volume spammers will continue to do in order to get their emails past ISP filters.  As such, the use of false headers for commercial email is a bright-line, objective standard that all parties can agree identifies a message as 'spam'"(p. 20, Congressional Committee Report for the CAN-SPAM Act).  
Hypertouch's mail servers automatically detect and flag when this "bright-line, objective standard" has been violated. The Defendants’ spam violate this “bright-line, objective standard.” Hypertouch’s mail servers created detailed logs of the sending machines’ false identifications, which includes recording the clear warning sent during the spams ‘transmissions: “this is fraud your name is not…”;

In addition, Gevalia spammers used thousands of random false names of people in their “From:” lines. For example, on March 26, 2005 the Defendants’ spammers sent 761 electronic messages purporting to be from 761 different people, with each message's "From:" line containing a unique full first and last name. The Plaintiff believes that there is a high likelihood that the jury will rule that 
A. Typical Spam Message

A typical spam message marketing Defendants' Web sites consists of a short text message or embedded web graphic and a hyperlink. The e-mail itself contains a hyperlink that, if clicked, takes consumers to the Defendants' Web sites where a consumer can purchase paid membership site. Typically the link in the email is to a “throw-away” web address which automatically and transparently to the redirects the viewer’s browser to the Defendants web sites. Defendants’ spammers presumably cycle through those intermediary addresses in an attempt to evade filters aimed at detecting unwanted spam. The ever-changing, often falsely registered domains also work to hide the fact that any number of particular Gevalia spam comes from a particular spammers’ operation.
The Spam Falsifies Information That Would Identify the Real Sender

Defendants' spam messages employ at least three different illegal techniques to conceal the identity of the sender, a practice often referred to as "spoofing." (See PX 3 TI 6-7.) First, the messages include forged "from" and "reply-to" e-mail addresses that purport to identify who sent the e-mail.
 

3
. (Id.)

The Spam Fails to Provide Consumers with an Opt-Out Mechanism

A key feature of CAN-SPAM is the requirement that commercial e-mails sent to consumers contain a mechanism that consumers can use to opt-out of receiving future e-mails. Defendants' spam messages, however, fail to provide consumers with the opportunity to "opt-out." First, many of Defendants' spam messages do not include any notification to recipients of their ability to decline receiving further e-mail messages from Defendants. (See, e.g., PX 1 n 57-59, Att. N at MSN E-mail001-058.) Other messages contain possible opt-out links that lead to an opt-out mechanism on the Defendants’ own website.  However, a test of this mechanism November 8, 2004 for requesting not to receive future commercial electronic mail messages, i.e. to "http://www.joingevalia.com/optout/spam_unsubscribe.aspx." revealed that addresses subjected to this mechanism are provided to spammers who use these submitted addresses to send more spam. Said test email address had never before nor has not since been provided to any entity, yet that address now regularly receives other unsolicited electronic mail advertisements, albeit spam that does not advertise Gevalia.. This conduct is in violation of 15 U.S.C. § 7704(a)(4)(A)(iv). Yet independent test a year later of the Defendants’ opt-out mechanisms confirm this misuse of Opt-out submitted addresses continues.
 

(***need to edit below this to remove TRO and asset seizure but maintain FTC’s citations for injuctions.***)

ARGUMENT

Defendants' spamming operation violates almost every provision of the CAN-SPAM Act. They send out millions of illegal e-mail messages to consumers who, because of Defendants' deceptive and illegal conduct, cannot stop the barrage of spam to their e-mail inboxes. Despite complaints about their spam that date back at least a year, the illegal spam has continued unabated. In order to protect the public from Defendants' illegal activities and to prevent Defendants from continuing to make unlawful profits, the FTC requests that the Court enter a TRO with ancillary equitable relief to stop the illegal conduct immediately and to ensure that the Court can grant effective final relief at the conclusion of this case.

A. Injunctive Relief Standard

A district court may issue injunctions to enjoin violations of the FTC Act. See 15 U.S.C. § 53(b); FTC v. Febre, 128 F.3d 530, 534 (7th Cir. 1997); FTC v. World Travel Vacation Brokers, Inc., 861 F.2d 1020, 1028 (7th Cir. 1988). To obtain a temporary restraining order, the

C must merely demonstrate: (1) a likelihood of success on the merits, and (2) that the balance of the equities tips in its favor. World Travel, 861 F.2d at 1029. "Mhe FTC need not prove irreparable injury to obtain a preliminary injunction." Kinney v. Int'l Union of Operating Eng'rs, 994 F.2d 1271, 1277 (7th Cir. 1993). The threshold showing of a likelihood to succeed under the Seventh Circuit's test for injunctive relief is a better than negligible chance of success on the merits. See Cooper v. Salazaar, 196 F.3d 809, 813 (7th Cir. 1999). Courts in this district have repeatedly exercised their authority to grant TROs in FTC actions. (See infra p. 15, n. 8; see also TRO Mot. at p.2, n.2.)

B. The FTC is Overwhelmingly Likely to Prevail on the Merits

The FTC alleges violations of the CAN-SPAM Act, 15 U.S.C. § 7701 et seq., and the Adult Labeling Rule promulgated pursuant to the Act, 16 C.F.R. Part 316.4.4 These violations

4
The FTC Act prohibits "unfair or deceptive acts or practices." 15 U.S.C. § 45(a). CAN¬SPAM states that it "shall be enforced by the [FTC] as if the violation of this Act were an unfair or deceptive act or practice proscribed under Section 18(a)(1)(B) of the [FTC] Act." 15 U.S.C. 57a(a)(1)(B). A violation of a rule proscribed pursuant to 15 U.S.C. § 57a(a)(1)(B) is an "unfair or deceptive act or practice in violation of § 45(a)(1) [of the FTC Act]." See 15 U.S.C. § 57a(d)(3).

are well-documented and widespread. Defendants are directly responsible for compliance with these laws and are directly liable for their systematic violation.

1.
Defendants Are "Initiators" of Commercial E-mails

Defendants are legally responsible for the e-mail messages in this case. CAN-SPAM imposes liability for a commercial e-mail message upon "initiators" of the e-mail. 15 U.S.C. § 7704(a)(1). The definition includes not only those who "originate or transmit" the message, i.e., the button pushers, but also those who "procure" the transmission of the message. 15 U.S.C. § 7702(9). CAN-SPAM defines procurers as those who "intentionally pay or provide other consideration to, or induce, another person to initiate" a message on their behalf. 15 U.S.C. § 7702(12). See also FTC v. Phoenix Avatar, No. 04C 2897, 2004 WL 1746698, at *13 (N.D. Ill. July 30, 2004) ("Liability [under CAN-SPAM] is not limited to those who physically cause spam to be transmitted, but also extends to those who 'procure the origination' of offending spam.").

Here, Defendants "initiate" the commercial e-mail messages at issue. These e-mail messages direct consumers to Web sites that Defendants control (PX 1 911 7-18, 28-33, 46(e-1), 59), and Defendants directly profit from traffic generated to their Web sites from the e-mail messages (id. 46, 48). Under these circumstances, it is axiomatic that either Defendants sent the messages themselves, or they procured someone to do it on their behalf. See Phoenix Avatar, 2004 WL 1746698, at * 13 (granting preliminary injunction after finding it "quite likely" that the defendants who utilized Web sites to sell diet patches, and profited from those sites, "initiated the transmission of the spam advertising the Web sites"). Further, in responding to "spamming" complaints, Defendants have stated that e-mail messages marketing their Web sites are sent by "affiliates" or "advertisers" that they have the power to terminate. (PX 19[9[ 46(e-1); 51(c-e).) As such, Defendants acknowledge that they procure others to send the illegal e-mail messages that market their Web sites.

2.
Defendants' Commercial E-mail Messages Violate CAN-SPAM

The evidence overwhelmingly shows that Defendants are violating CAN-SPAM. Defendants' commercial e-mail messages: (1) utilize false or misleading header information; (2) mislead recipients as to the nature of the e-mail through deceptive subject headings; (3) fail to include the opportunity to decline future e-mail messages; (4) fail to include the sender's postal address; and (5) violate the FTC's Adult Labeling Rule regarding sexually-oriented materials.

a. False or misleading header information

Defendants initiate commercial e-mail messages that contain "header information that is materially false or materially misleading" in violation of CAN-SPAM. 15 U.S.C. § 7704(a)(1).5 As described above in § IV.B, Defendants initiate commercial e-mail messages that contain forged "from" or "reply-to" e-mail addresses. The messages are routed through third parties' computers, falsifying the routing information of the message. The messages also contain arbitrary, false routing information. These techniques make it difficult, if not impossible, for consumers and law enforcement to determine the sender's true identity. By initiating spam containing materially false and misleading header information, Defendants violate CAN-SPAM.

5
CAN-SPAM defines "header information" as the "source, destination and routing information attached to an electronic mail message, including the originating domain name and originating electronic mail address, and any other information that appears in the line identifying, or purporting to identify, a person initiating the message." 15 U.S.C. § 7702(8). For purposes of 15 U.S.C. § 7704(a)(1), "materially" includes "the alteration or concealment of header information in a manner that would impair the ability of . . . a law enforcement agency to identify, locate or respond to a person who initiated the e-mail message or to investigate the alleged violation, or the ability of a recipient of the message to respond to a person who initiated the electronic message." 15 U.S.C. § 7704(a)(6).

b. Deceptive subject headings

Defendants initiate commercial e-mail messages that contain subject headings that are "likely to mislead a recipient ... about a material fact regarding the contents or subject matter of the message" in violation of CAN-SPAM. 15 U.S.C. § 7704(a)(2). As demonstrated in § IV.C, subject headings of Defendants' spam like "Hey, whats up?" and "just replying to your message" deceptively suggest some sort of familiarity with the recipient of the e-mail. These headings in no way suggest that the message is an advertisement for a casual sex dating service and, therefore, violate CAN-SPAM.

c. Failure to include opportunity to decline further e-mail messages

Defendants initiate commercial e-mail messages that fail to include a "clear and conspicuous notice of the opportunity under [Section 5(a)(3)] to decline to receive further commercial electronic mail messages from the sender" in violation of CAN-SPAM. 15 U.S.C. § 7704(a)(5)(A). As discussed in § IV.E, Defendants violate this provision by either initiating messages that do not contain any mechanism at all to decline future e-mails, or by providing a mechanism that is obscured and therefore not clear and conspicuous.

d. Failure to include a postal address

CAN-SPAM requires that senders provide a physical postal address where the sender can be reached. See 15 U.S.C. § 7704(a)(5). A review of the e-mail messages demonstrates that Defendants fail to include a valid postal address in violation of CAN-SPAM. (See PX 1 57​59, Att. N.)

e. Violations of the Adult Labeling Rule

Under CAN-SPAM, commercial e-mail that depicts "sexually explicit conduct," as that term is defined in 18 U.S.C. § 2256, must include a label in its subject line, and exclude from the area "initially viewable to the recipient" sexual materials or anything other than specified items of information. 15 U.S.C. § 7704(d). Specifically, CAN-SPAM and the FTC's Adult Labeling Rule prohibit any person from initiating commercial e-mail messages that include sexually oriented material and fail to include the phrase "SEXUALLY-EXPLICIT: " as the first 19 characters at the beginning of the subject line. 15 U.S.C. § 7704(d)(1)(A); 16 C.F.R. § 316.4(a)(1).6 Here, as discussed in § IV.D, some of the Defendants' e-mail messages contain graphic sexually-explicit content immediately viewable upon opening the e-mail messages. Defendants' e-mail messages, however, do not contain the label "SEXUALLY-EXPLICIT: ". (See PX 19[9[ 57-59, Att. N at MSN E-mail001-040.)

6 A main purpose of the Rule is to facilitate a mechanism by which consumers can filter out e-mails that contain sexually oriented material. See Label for Email Messages Containing Sexually Oriented Material, 69 Fed. Reg. 21,024, 21,024 (2004) (codified at 16 C.F.R. Part 316).

3.
Muir, Goldberg and Wickman Are Individually Liable

An individual may be held liable for corporate practices where he or she has authority to control the business affairs, such as by assuming the duties of a corporate officer, and has or

should have had knowledge of the deceptive practices of the business. See FTC v. Amy Travel, 875 F.2d 564, 573-74 (7th Cir. 1989); see also World Travel, 861 F.2d at 1031 (upholding freeze of individual assets). Here, as explained in §
the individual Defendants are intimately involved in the affairs of the corporate Defendants and have direct knowledge of ongoing law violations. The individuals are corporate officers and directors, and they signed contracts and purchased various services to perpetuate the scheme. Indeed, as explained in § III.A, the individuals switched the spam operation from their U.S.-based company to a company formed under the laws of Cyprus after receiving numerous spam complaints. Rather than stop their illegal practices, it seems apparent that Defendants simply chose to take a series of extra steps to hide their involvement. Thus, injunctive relief is appropriate as to the individual Defendants.

C. The Balance of the Equities Favors the FTC

The balance of equities tips strongly in the 1-1 C's favor. The FTC's Proposed TRO would prohibit Defendants and their agents from sending commercial e-mail messages that violate CAN-SPAM and preserve assets for equitable monetary relief. Without such relief, Defendants are free to continue collecting and spending profits from illegal activity throughout the pendency of this case. The TRO would work no valid hardship on Defendants, as they have no right to engage in, or profit from, practices that violate the law. In balancing equities, the Court must assign "far greater" weight to the public interest advanced by the FTC than to any of Defendants' private concerns. World Travel, 861 F.2d at 1030; see also FTC v. Weyerhaeuser Co., 665 F.2d 1072, 1083 (D.C. Cir. 1981). The balance of equities also strongly favors the FTC because of the strong likelihood of success on the merits of its claims. See Phoenix Avatar, 2004 WL 1746698, at *15; FTC v. Sabal, 32 F. Supp. 2d 1004, 1009 (N.D. Ill. 1998).

D. The TRO Should Be Entered Ex Parte and Should Include Asset

Preservation and Other Ancillary Relief

The FTC respectfully requests that this Court enter a narrowly tailored ex pane TRO that brings the Defendants' illegal practices to a swift end, and that preserves Defendants' assets in order to prevent ill-gotten gains from being dissipated or transferred. In fashioning appropriate injunctive relief, this Court has authority "to grant any ancillary relief necessary to accomplish complete justice[.]" World Travel, 861 F.2d at 1026; see also Febre, 128 F.3d at 534 (district

court has authority in FTC action to "order any ancillary equitable relief necessary to effectuate the exercise of the granted powers"). If a district court determines that it is probable that the FTC will prevail on the merits, the court has a "duty to ensure that the assets ... [are] available to make restitution to injured consumers." World Travel, 861 F.2d at 1031.

The _FTC requests that the Court issue a TRO that provides for the following relief: (1) conduct prohibitions to ensure future compliance with CAN-SPAM, the Adult Labeling Rule, and the FTC Act (see Proposed TRO §§ I-VI); (2) asset retention, repatriation, and accounting provisions to preserve monies obtained unlawfully by Defendants (see id. §§
XIII); and (3) reporting and discovery provisions to obtain information relevant to a preliminary injunction hearing (see id. §§ VEIL IX, XII, XVII). These are necessary provisions which courts in this district have repeatedly granted to identify the scope of the unlawful practices, other participants, and the location of ill-gotten gains. (See infra p. 14, n. 8.) Defendants have no legitimate right to continue unlawful conduct, dissipate their unlawful profits or conceal information needed to effectuate relief in this case.'

Ex parte relief is necessary here. An ex parte TRO is warranted where facts show that irreparable injury, loss, or damage may result before defendants can be heard in opposition. See Fed. R. Civ. P. 65(b). Here, as in the other _FTC actions in this district where courts have granted an ex parte TRO,8 there is a tangible risk that assets from the illegal activity, as well as relevant documents, will disappear if Defendants receive prior notice. Defendants have already demonstrated the ability to hide their identities. They use false addresses and routing information in their e-mail messages. They provide false registration information for Internet domain names that they purchase for their "lonely house wives" Web sites. Faced with complaints regarding spamming from their U.S. credit card processor, they began operating as a company from Cyprus, utilizing a bank account in Cyprus, and a credit card processor in the Carribean. In short, this is an operation set up specifically to avoid responsibility for the illegal actions it takes. The proposed order is aimed at preserving the status quo to ensure that Defendants cannot move assets and records outside of this Court's reach.9

VI. CONCLUSION

Defendants have caused and are likely to continue to cause injury and reap unjust enrichment because of their CAN-SPAM Act violations. Therefore, the 1,12C respectfully requests that this Court issue the requested injunctive and ancillary equitable relief to halt Defendants' illegal practices and ensure the availability of effective final relief.

Respectfully submitted,

7
The FTC has submitted a Proposed Temporary Restraining Order with its papers.

8
Courts in this district have recently granted ex parte TROs under similar circumstances. See, e.g., FTC v. Harry, et al., No. 04 C 4790 (ND. Ill. Aug. 10, 2004) (Manning, J.) (granting ex parte TRO with asset freeze for violations of FTC Act and CAN-SPAM, order available over the Internet at http://www.ftc.Qovios/caselist/0423085/040729tro0423085.pdf); FTC v. Phoenix Avatar LLC, et al., No. 04 C 2897 (N.D. Ill. April 23, 2004) (Holderman, J.) (granting ex parte TRO with asset freeze for violations of FTC Act and CAN-SPAM); FTC v. Stuffingforcash.com, Inc., 02 C 5022 (N.D. Ill. July 16, 2002) (Norgle, J.) (granting ex parte TRO with asset freeze for violations of FTC Act for commercial e​mail marketing work-at-home scheme, order available over the Internet at http://www.ftc.gov/os/2002/07lstuffingtro.pdf); FTC v. TLD Network Ltd., No. 02 C 1475 (N.D. III. Feb. 28, 2002) (Holderman, J.) (granting ex parte TRO with asset freeze for violations of I- IC Act for commercial e-mail marketing deceptive sale of domain names, order available over the Internet at http://www.ftc.govios/2002/03/tRitro.pdt). See also TRO Motion at p. 2, n.2.

9
Although the extent of Defendants' ill-gotten gains from their activities is not known at this time (in part because assets are overseas), Defendants have received at least $1.6 million from one

payment processor that could be tied to illegal spamming. (PX
46(a).) The FTC's Proposed TRO seeks an accounting of profits obtained or derived from commercial e-mail messages.

















































































































































� Congress passed CAN-SPAM after finding that spamming imposes significant costs on the e-mail system, which are passed along to subscribers in the form of higher prices and reduced convenience. See id. at §§ 7701(a)(3), (4). Congress found that unsolicited commercial e-mail messages – most of which are fraudulent or deceptive in one or more respects – threaten the convenience and efficiency of e-mail, an "extremely important and popular means of communication." Id. at §§ 7701(a)(1), (2). The law does not make all commercial e-mail illegal; it simply proscribes the most abusive practices. For example. it requires that commercial e-mail messages correctly identify their source, allow consumers to unsubscribe, and contain a physical postal address at which the recipient may contact the sender. Id. at § 7704.


�Anne P. Mitchell, Esq., President and CEO, Institute for Spam and Internet Public Policy, Capital Health Radio Interview, August 22, 2005. 17:30 minutes


� An e-mail message typically consists of two parts, the header and the body. (PX 3 In 3¬4.) An e-mail "header" contains a variety of information — some of which is often visible to an e-mail recipient such as the "from" and "reply-to" fields. (Id.) Other e-mail information is often hidden, such as the Internet routing information of the message


� http://www.internetnews.com/commentary/article.php/3584251, http://www.lashback.com/unsub/ViolationReview.aspx?ViolationID=311094





